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This training on advanced security covers essential security features for the 

Cumulocity platform. You will learn how to set up secure device connections 

using MQTT certificates and implement single sign-on (SSO) for user 

authentication. The course also teaches secure login methods and how to 

manage and revoke certificates when needed. By the end, participants will 

understand how to protect IoT devices and user access in Cumulocity 

environments.

Duration: 5 hours  Achievements: Exam Pass Certificate  

Learning Objectives

• MQTT Device Certification 

Authentication

• SSO

• OAI Secure Login Mode

• Certificate & SSO Improvements

• Certificate Revocation

Learner Profile
Solution Architect

Developer

Administrator

Required Knowledge
Cumulocity Basic 
Understanding
Security with 
Cumulocity Platform

Next steps
Cumulocity Export 
Course in the category: 
Platform

Activities

• Learning Videos & Demos
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